
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Certified Secure Computer User (CSCU) Course Outline 

 

   
   
   

Target Audience & Job Roles: 

• All Computer users & mandatory for full-
time employees 

 

 



 

Course Objectives  

• The CSCU training program aims at equipping all employees with the necessary knowledge and skills 
to protect their information assets. The program is designed to interactively teach the employees about 
the whole gamut of information security threats they face ranging from identity theft and credit card 
fraud to their physical safety. The skills acquired during the course of this program will not only help 
them to identify these threats but also to mitigate them effectively. 

• This course is for IT candidates preparing to take the EC-Council’s CSCU exam 112-12 

Technical Areas Covered: 

• OS Security 
• Internet Security & Safe Browsing 
• Wireless & Home Network Security 
• Antiviruses Protection 
• Social Network Security 
• Mobile Device Security 
• Social Engineering Countermeasures 
• Password Security 
• Monitoring Kids Online 
• Credit Card Security 
• Physical Security 
• Cloud Security 
• Data Protection 
• Disaster Recovery 

Cloud Essentials+ Course Benefits: 

• This class will immerse candidates in an interactive environment where they will acquire a fundamental 
understanding of various computer & network security threats such as identity theft, credit card fraud, 
online banking phishing scams, virus & backdoors, emails hoaxes, sex offenders lurking online, loss of 
confidential information & social engineering. 

• Security awareness is a perishable skill. Continually training your employees on new & emerging threats 
creates a safer employee & a safer organization. 

• Regulations such as GLBA, PCI, HIPAA, & Sarbanes-Oxley require security awareness training 
because people are still a weak link in IT security. 

• Bring Your Own Devices policies (BYOD) – Your network is less because your staff are using devices 
& connections that are outside your security policy. BYOD requires a good security training program. 

Herotec Training Key Features 
• Certified Trainers  
• Official Courseware  
• Course Knowledge setup to ensure “Learn by Doing” 
• Downloadable files, links and checklists & more resources 
• Affordable prices  
• Flexibility  

 
 



 

About the exam:  

• Number of Questions: 50 
• Passing Score: 70% 
• Test Duration: 2 Hours 
• Test Format: Multiple Choice 
• Test Delivery: EC-Council Exam Portal 

Course Outlines: 

• Introduction to Security 
• Securing Operating Systems 
• Malware and Antivirus 
• Internet Security 
• Security on Social Networking Sites 
• Securing Email Communications 
• Securing Mobile Devices 
• Securing the Cloud 
• Securing Network Connections 
• Data Backup and Disaster Recovery 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

Follow us  

 
Course Page  

 
WhatsApp  

 
LinkedIn 

 
Facebook  

 
Twitter  

 
YouTube 

 
 

Contact Us  

 

 

 

 

www.herotec.net 
       

https://herotec.net/course/cscu-2/
https://wa.me/201064010004
https://www.linkedin.com/company/herotec
http://facebook.com/HeroTec.net
https://twitter.com/herotec
https://www.youtube.com/user/Her0Tec
https://herotec.net/contact-us/
http://www.herotec.net/
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